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CONTRAIL VISION: GOALS & OBJECTIVES

People Apps
(Developers, Net Ops, CISO, ...) VISION (running in multiple environments)
Provide Connectivity, Security, and Manageability for: @
' N\ 2085
1. People € = Apps workday. -0
Custom Apps

2.  Apps € 2 Apps

Manageability & Operations

Security

Connectivity

% \: ’S [

amazon by il = ;
O T @ % INTERNETor ~ 8
N - 2zTHINGS #

Public Cloud (VPC'’s) .aq
Multi-site DC / Private Cloud (VMs, BMS,

Containers, VNFs) Telco -

POPs d

SST eeN\ - I -

Remote Branch | [\"®) — B EE
Office

Containers BMS
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Challenges of Traditional Security Paradigm
Or “The Security Scale Challenge in Multi Cloud Environments”

= Security is Perimeter based — but
Policy explosion perimeter is everywhere

g = Explosion in # of apps, endpoints,

environments on the one hand
\ Explosion in # of threats, malware,
ﬁ( spyware, hacking, attacks, data

leaks on the other hand

Threats, Malwares, etc
]
]
]
I
[ ]
]
|| |

Results in Policy explosion —
ﬁ\ management complexity and

= PRI -
e 2| asad) wamazo I/ workday nightmare

Applications, Tiers, Environments

= Manual, error prone and non-
automated. Does not scale.
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Single Policy, Multiple Environments

Current Behavior Desired Behavior
App1l, Deployment = Dev i Can we use one policy to be applied in all the different deployments ?
Web A ” 1. Reduced Complexity (less # of policies)
e PP . o -
= - o 2. Simplified Manageability (change control,
s App1, Deployment = Dev 3 etc. is much easm:r.)
3. Improved Scalability
Network Policy = P1 S~
Web App db \\\
App1, Deployment = Staging E IR
@ Policy =P
Web App » Appl, Deployment = Staging E e
~\~\s ’I —,—,,f ””’,
Network Policy = P2 /I
_ r~ = ’
App1, Deployment = Prod s App1, Deployment = Prod - ,/

Web App » Y
1 Web App »

Network Policy = P3

o JUNPERNETWORKSCONFIDENTAL ___________________________________________________ oxrweewoonc Al BENEEISEN




App1, Deployment = Dev

Consistent Policy - Write Once, Apply Everywhere

Once a set of policies are defined for a particular OpenStack environment, can it be applied to other environments ?

1. Reduced Complexity (less # of policies) i
2. Simplified Manageability (change control, etc. is webservices™
-y much easier) App1, Deployment = Dev-AWS
3. Improved Scalabilit
4 DemF‘)'ne / Revie /A:)pro e Once 2 Use Everywhere =
-~ . i view v veryw
\\\\ de -
s ite nee
e _ Nopoliey rewr!
Appl, Deployment = Staging T kubernetes
---------- Policy T No policy rewrit — Dev-
i App db K : \\\ Cneeded App1, Deployment = Dev-K8s
v ' T N
S/ - °p
/// % % O/lcyr@l,l,
Appl, Deployment = Prod s EIR-) "te he
’ [e3
®
Web A o
op < |

~
\
\

~
~
~
\
\

Bare Metal

7
AVAVA

S
R
K

%

VAVAY

MESOS
Servers
App1, Deployment = Staging-BMS

. App1l, Deployment = Dev-Mesos
A/~
< € ©
~— ~ |
S C© O
&2 = < I =
o JUNIPERNETWORKSCONFIDENTIAL o207 e hewore o AllGieReNe |
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Intent-Driven Policy Rule Structure

Order Status Service End Point 1 Direction End Point 2
5 v [allow [Prtecl] [Port] [tags expr] < > [tags expr] match [tags expr] <simple action>
J \ J
Y Y

Ordering of the policies Dest Protocol = Prefix or Direction = Expression of tags Optional Actions
Enable / Disable of the Dest. Port = Addr Grp or of session - Log
policies Service Group (list = VNor initiation Default: B reject
These are enabled in the of ports + protocols) ® Expr. Tags = < = If nothing is specified Alert
Ul RS then match on default

Not supported = <> values (default =

= No Netw. Policy project)

= NoSG * |f someone specifies a

match, default is
Future overridden
= Domain name
None:

Tags can be attached to:

If “None” is specified
its=1[]

Global, Project, Network, VM/BMS/Container, VMI

Policies enforced at interface level

7 JUNPERNETWORKSCONFIDENTAL oo A RS




Intent-Driven Policy Framework

@ allow web-service tier=web > tier=app match deployment && site

c
"_ . . . .
o @ allow db-service tier=app > tier=db match site
(o]
App = Fingtice, Deployment = Dev App =E[]i ¢, Deployment = Dev
) —
AL .. OO O
o+
c
p >
= . — App = Finance, Deployment = St —
w £ — — —
O ©
’6 n Legacy Data m m Legac! Zzta
= (tier = db) (tier = db)
c
(NN]
c
Kel App = Finance, Degloyment = Prod
s —A
=}
ie]
: <O O
[a W
site = US site = EMEA

Juniper
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Contrail Security Applications Flow

Monitor Traffic Groups

4 Infrastruct

o3 Networking cont ENG Wep
Dashboard \ More granUIar
visualization of intra- and
instances inter- application traffic
Interfa flOWS

5_ Debug

Juniper - I
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No Need for Agents in Every Workload

Contrail Security

manage
more scalable
Compute solution

Competitive Solutions

OROROEOR® RO

Workloads

Junper



Multiple Enforcement Points

d =

Operator
PANO, R80, SD
AN A
| v |
v T T T
TeeamE o
Teas L
Host Based L7
Firewall
~ 39Partyor
Juniper FW

= B O

©

\ Web Ul Apps OpenStack  Other Orch. )
Config Analytics
Tags, Address | ( C) ) CONTRAIL CONTROLLER ]
Groups & FW o — %
Policies through

API’s

1 h 1
| A A
1 | I 1 !
1 1 I 1 !
| 1 I 1 !
1 I 1 '
1 \ 1

LT L4 policy configurations

\

1@ |

é ?
v
Compute with vRouter %
(Kernel / DPDK, vCenter)
Smart NIC
vRouter

vRouter enforcing L4 policies and sending traffic
to L7 FW for advanced security services

v

®

Public Cloud
Instance

J \

> Policy Definition

Multiple Policy
Enforcement points
for both L4 and L7
firewalls focused on
Compatibility &
Performance

_/
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The Solution - Contrail Security
Application Security Across Hybrid & Multi-Clouds

Application Flow Consistent Automated

Scalable & Performant

Visualization Intent-driven Policy Multi-point Enforcement
7
Di inter- and Int ication traffic f Security\w No Policy Rewrit _ L4 i
iscover Inter- and Intra-application traffic flows ; 0 Policy Rewrite ... = = =
without enforcing policies Admin Define Once = Enforce lC:) /\ '--'\
Everywhere Z @
©3) OPENCONTRAIL PP L
nEo Single policy o
- ~ - . fEEE |
/ 3&?&&9 = Controller
o zZ
’ B w NN A
BRE MESOS E AR -, !
N e 7 =M
T kubernetes (@) I'/ \I eme=ms |
s v | Host-Based FW i
= "o & &
OpenStack
= Offer visualization, analytics, and orchestration for = How to extend the same set of policies to Mesos, » 14 Enforcement at the vRouter
security configurations AWS, Kubernetes, Bare Metal Servers = without . L7 enforcement ot the L7 Firewall
= Provide reporting, troubleshooting and compliance policy rule explosion

Juniper - I



Software Defined Operations

APPFORMIX

SOFTWARE-DEFINED PHYSICAL
ANY APPS & SERVICES CLOUD INFRASTRUCTURE INFRASTRUCTURE INFRASTRUCTURE

, »
C’: . m = %zlﬁrrgSOﬁ s va:elll'!'lsgrﬁgelg o[?staclfmwor gbernetes T14|
".‘ AKVM docker
8 0 ’-) Scalel0 @ ceph @ =
cassandra Google Cloud Platform (T)) OPENCONTRAIL
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