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CONTRAIL VISION: GOALS & OBJECTIVES
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Office

Telco	
POPs

Apps
(running	in	multiple	environments)

…

Public	Cloud	(VPC’s)
Multi-site	DC	/	Private	Cloud		(VMs,	BMS,	

Containers,	VNFs)

FIREWALL

VMs

Containers
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…
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Provide	Connectivity,	Security,	and	Manageability	for:
1. People	ßà Apps
2. Apps	ßà Apps

Custom	Apps



Challenges of Traditional Security Paradigm
Or “The Security Scale Challenge in Multi Cloud Environments”

§ Security is Perimeter based – but 
perimeter is everywhere

§ Explosion in # of apps, endpoints, 
environments on the one hand

§ Explosion in # of threats, malware, 
spyware, hacking, attacks, data 
leaks on the other hand

§ Results in Policy explosion –
management complexity and 
nightmare

§ Manual, error prone and non-
automated. Does not scale. 
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Consistent Intent-
Driven Policies



Single Policy, Multiple Environments 
C	u	r	r	e	n	t				B	e	h	a	v	i	o	r D	e	s	i	r	e	d				B	e	h	a	v	i	o	r

Can	we	use	one	policy	to	be	applied	in	all	the	different	deployments	?

Web App db

App1,	Deployment	=	Dev

Network	Policy	=	P1

Web App db

App1,	Deployment	=	Staging

Network	Policy	=	P2

…

Web App db

App1,	Deployment	=	Prod

Network	Policy	=	P3 …

Web App db

App1,	Deployment	=	Dev

Web App db

App1,	Deployment	=	Staging

Web App db

App1,	Deployment	=	Prod

Policy	=	P

1. Reduced	Complexity	(less	#	of	policies)
2. Simplified	Manageability	(change	control,	

etc.	is	much	easier)
3. Improved	Scalability



Consistent Policy - Write Once, Apply Everywhere

Web App db

App1,	Deployment	=	Dev-AWS

…

Web App db

App1,	Deployment	=	Dev

Web App db

App1,	Deployment	=	Staging

Web App db

App1,	Deployment	=	Prod

Once	a	set	of	policies	are	defined	for	a	particular	OpenStack	environment,	can	it	be	applied	to	other	environments	?

Web App db

App1,	Deployment	=	Dev-K8s

Web App db

App1,	Deployment	=	Dev-Mesos

Web App db

App1,	Deployment	=	Staging-BMS

B	a	r	e			M	e	t	a	l				S	e	r	v	e	r	s

Policy

1. Reduced	Complexity	(less	#	of	policies)
2. Simplified	Manageability	(change	control,	etc.	is	

much	easier)
3. Improved	Scalability
4. Define	/	Review	/	Approve	Once	à Use	Everywhere



Intent-Driven Policy Rule Structure 

[allow | deny] [Prtcl][Port]     [tags expr]    < > [tags expr]     match [tags expr]     <simple action>

Service Direction

§ Prefix	or
§ Addr Grp	or
§ VN	or
§ Expr.	Tags

Not	supported
§ No	Netw.	Policy
§ No	SG

Future
§ Domain	name	

Direction	
of	session	
initiation
§ <
§ >
§ <	>

Tags	can	be	attached	to:
Global,	Project,	Network,	VM/BMS/Container,	VMI

Policies	enforced	at	interface	level

§ Dest	Protocol	
§ Dest.	Port
§ Service	Group	(list	

of	ports	+	protocols)

Optional	Actions
§ Log
§ reject
§ Alert

§ Expression	of	tags

Default:
§ If	nothing	is	specified	

then	match	on	default	
values	(default	=	
project)

§ If	someone	specifies	a	
match,	default	is	
overridden

None:
§ If	“None”	is	specified	

its	=	[	]	

P5

StatusOrder

§ Ordering	of	the	policies	
§ Enable	/	Disable	of	the	

policies
§ These	are	enabled	in	the	

UI

End	Point	2End	Point	1Action



Intent-Driven Policy Framework 

site	=	US site	=	EMEA

Web App

App	=	Finance,	Deployment	=	Dev

Web App

App	=	Finance,	Deployment	=	Prod

Web App

App	=	Finance,	Deployment	=	Dev

Web App

App	=	Finance,	Deployment	=	Staging

match	deploymentallow		web-service			tier=web					>		tier=app1

allow		db-service			tier=app		>		tier=db				match	site2
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Contrail Security Applications Flow

More granular 
visualization of intra- and 
inter- application traffic 
flows



Multiple Enforcement Points



No Need for Agents in Every Workload

Compute

Workloads A A A A A A

…

Competitive Solutions

Compute

…Workloads

Contrail Security

Less # of agents to 
manage 

= 
more scalable 

solution



Multiple Enforcement Points

CONTRAIL	CONTROLLER

Web UI OpenStack Other Orch.Apps

Bare 
Metal 
Server

Compute with vRouter
(Kernel / DPDK, vCenter)

Smart NIC 
vRouter

Public Cloud 
Instance

L4 policy configurations

Operator

Multiple Policy 
Enforcement points 
for both L4 and L7 
firewalls focused on 
Compatibility & 
Performance

Policy Definition

PANO,	R80,	SD

Tags, Address 
Groups & FW 
Policies through 
API’s

Host Based L7 
Firewall

3rd Party or 
Juniper FW

vRouter enforcing L4 policies and sending traffic 
to L7 FW for advanced security services

AnalyticsConfig



Contrail Security Summary



The Solution - Contrail Security
Application Security  Across Hybrid & Multi-Clouds



Software Defined Operations 

holistic
ops management

(no silos or gaps)

ANY APPS & SERVICES CLOUD INFRASTRUCTURE SOFTWARE-DEFINED
INFRASTRUCTURE

PHYSICAL 
INFRASTRUCTURE



Thank you


